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 Abstract 

 

The paper presents an analysis of the complex challenges of artificial intelligence (AI) 

contribution in leveraging refining knowledge, in the dynamic context generated by information and 

communications technology (ICT) exponential evolution aiming the progress of the Information society (IS) 

toward Knowledge Based  Society (KBS). 

Based on Internet of Things (IoT) dissemination of intelligence everywhere on Earth, IoT and AI 

development will be strongly linked ‘’learning from everything’’. Using IoT sensors, AI could learn from 

everywhere and eventually turn data into information/knowledge, inducing the crucial role of IoT and AI in 

Industry 4.0 revolution. 

For leveraging refining knowledge at World scale, AI is encompassing a large and diverse range of 

processes, referring to dynamic events and things, where eventually a huge amount of data will be generated. 

The AI role is there to process these data in order to extract information or even knowledge, as eventually to 

contribute to refining knowledge. 

AI has to be seen and conceived not as “a replacement but rather as an enhancement of HI”, but this 

relation has to be mutually understood in order to increase precision, efficiency and sustainability of ICT 

development in IS/KBS, by refining knowledge. Eventually, refining knowledge could be obtained by combining 

the collected data and prior knowledge, but keeping the AI/HI combination alive. 

In order to increase the confidence in the AI deep learning system, the old advice “divide et impera" 

could be used and applied as “different parts can be validated in different ways”. Therefore, a complex deep 

learning AI system could be better controlled from safety point of view if we can divide it in subsystems with 

higher safety parameters or easier to validate.  

The paper also presents  the importance of identifying and adding to the AI deep learning system 

“some rules and some human knowledge”, which, by our opinion, is just the most difficult, advanced but actual 

issue for supporting deep learning AI to really leverage knowledge refining, not only increase safety. 

A prominent paper conclusion is that these rules include a structural approach of the collected 

data/information (known also as “knowledge engineering”), as “the better that information is structured, the 

more effective the program is”, but also data pre-filtering in order to obtain relevant knowledge along with 

usage of crowd intelligence in the process. 

The final conclusion is that AI processes toward refined knowledge are more and more complex as we 

are heading to higher performance in the ICT/IS/KBS dynamic context and their further and timely deep 

analysis is necessary for a sustainable World development. 
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By three methods we may learn wisdom: First, by reflection, which is 

noblest; second, by imitation, which is easiest; and third by experience, 

which is the bitterest.  

Confucius 

 

1. The rise and rise of artificial intelligence in the exponential context of 

information and communications technology, by ‘’learning from 

everything’’ 

 

The old advice “learn from everything” is now more actual than ever, although, in a 

traditional approach, people would really have a challenge to simply learn from all complex 

and dynamic ecosystem they are living in, but a smarter approach should be to refine existing 

knowledge and adapt to the context by optimizing their actions and resources. 

In fact, this smarter approach includes, among resources, the huge potential of the 

Information and Communications Technology (ICT), as the main driving factor of the 

Information Society (IS) toward Knowledge Based Society (KBS). 

The ICT actual essential potential and context include prominent advances like Cloud, 

Big Data, Internet of Things (IoT). Among them, artificial intelligence (AI) is actually 

perhaps the most dynamic and important element [23][26][22]. 

Many authors consider this context as Industry 4.0 revolution,  adding to above 

components robots, nanotechnology, quantum computing, biotechnology, 3D printing, 

autonomous platforms and so on [15][16][18]. 

We just consider that all are included or essentially leveraged by ICT and this way the 

driving role of ICT in IS/KBS is fulfilled. 

More than this, it is important to observe that the new revolution will be made by the 

impact of ubiquitous communications and connectivity more than by technology, due to the 

power of digital disruption leveraged by digital connectivity [17]. 

On the same matter we have already presented our opinion that the future of ICT and 

consequently of IS/KBS progress will be most probably crucially influenced by learning from 

nature’s thousand years research, i.e. in bio-computing, biotechnology etc. [12][27]. 

The ways these advances are in fact cooperating give the force of ICT and IS/KBS, as 

they are integrating the progress of all activity fields and humankind life improvement 

processes (including economy, health care, science, education and creative potential). 

First of all, a basic feature of these is the fact that IoT will provide a dissemination of 

intelligence everywhere on Earth, so IoT and AI development will be strongly linked. 

This way we have just arrived to the above advice (‘’learn from everything’’), as 

using IoT sensors AI could learn from everywhere and eventually turn data into 

information/knowledge.  

Here we have to recall the amazing digital transformation that ICT induces and the 

crucial role of IoT and AI in Industry 4.0 revolution, by some examples. 

Of course, the main impact that matters is on industry and generally on economical 

domains, but in a short view, our entire social environment will be dramatically influenced, as 

[4]: 

https://en.wikipedia.org/wiki/Robotics
https://en.wikipedia.org/wiki/Nanotechnology
https://en.wikipedia.org/wiki/Quantum_computing
https://en.wikipedia.org/wiki/Biotechnology
https://en.wikipedia.org/wiki/3D_printing
https://en.wikipedia.org/wiki/Autonomous_vehicles
https://en.wikipedia.org/wiki/Biotechnology


“An athletic shirt that measures heart rate. A school backpack that relays a child’s 

location. Networked homes full of smart appliances and tools. 

The Internet of Things (IoT) already makes it possible for intelligent products to 

simplify people’s daily lives. For companies, it’s revolutionizing the tracking and 

maintenance of physical objects, while its massive new streams of data improve decision 

making. Linking the physical and digital worlds could generate up to $11.1 trillion a year in 

economic value by 2025, in settings including retail, healthcare, manufacturing, and 

technology.’’ 

Above these, the authors notice that the whole World economy will be crossing 

dramatic (generally benefic) changes: 

“The Internet of Things—sensors and actuators connected by networks to computing 

systems—has received enormous attention over the past five years…Our central finding is that the 

hype may actually understate the full potential—but that capturing it will require an 

understanding of where real value can be created and a successful effort to address a set of 

systems issues, including interoperability. To get a broader view of the IoT’s potential benefits and 

challenges across the global economy, we analyzed more than 150 use cases, ranging from people 

whose devices monitor health and wellness to manufacturers that utilize sensors to optimize the 

maintenance of equipment and protect the safety of workers. Our bottom-up analysis for the 

applications we size estimates that the IoT has a total potential economic impact of $3.9 trillion to 

$11.1 trillion a year by 2025. At the top end, that level of value—including the consumer surplus—

would be equivalent to about 11 percent of the world economy…” 

The intelligent products to simplify people’s daily lives are in fact very important, but 

we should observe that beyond the benefits we see everywhere, such huge development of 

IoT could generate a remarkable increase of World economy, as 11%in few years, which 

confirms and update the role we already mentioned for ICT in IS/KBS. 

We also consider that the AI potential is actually aiming higher levels of performance 

[5]: 

“The availability of nearly unlimited, affordable data storage and processing has 

ushered in the Petabyte Age. Big Data is revolutionizing how we approach everything from 

science (e.g. genome sequencing, drug discovery), to business (e.g. retail analytics, 

collaborative filtering), to politics (e.g. the Obama campaign's Narwahl). Incredible 

advances in Natural Language Processing (NLP) technologies have come about as a result of 

Big Data, enabling powerful search engines, automated language translation, and cloud-

based speech recognition. These advances in NLP impact our everyday lives at home and at 

work, but they have yet to play a major role in how we make games, how we tell stories in 

games, and what stories can be told. ’’ 

We think that it is important to foresee the next step, in “everything” of our IS/KBS 

environment, as „what stories can be told“. 

With other words, a main purpose of AI high level applications should be innovation 

and optimization of our development and resources (including humankind health and 

evolution), in a sustainable manner, as the ICT exponential pace could also contribute to less 

desired implications [14][6][20][27]. 

https://www.mckinsey.com/sitecore/service/notfound.aspx?item=web%3a%7b122661f7-1333-4b0a-aaae-99726601f7d4%7d%40en
https://www.mckinsey.com/sitecore/service/notfound.aspx?item=web%3a%7b122661f7-1333-4b0a-aaae-99726601f7d4%7d%40en


We have already analysed such implications in the larger context of green ICT, 

pointing climate changes, Earth resources fading and humankind health/evolution, i.e. in a 

vision for  a sustainable World progress [20][14]. 

This “vision” is fortunately more and more foreseen in our dynamic World and 

creates the premises for achieving such high and diverse hopes [8]: 

“The vision of artificial intelligence (AI) is often manifested through an autonomous 

software module (agent) in a complex and uncertain environment. The agent is capable of 

thinking ahead and acting for long periods of time in accordance with its goals/objectives. It 

is also capable of learning and refining its understanding of the world. The agent may 

accomplish this based on its own experience, or from the feedback provided by humans.” 

Here the AI impact on IS/KBS sustainable progress is clearly directed to a higher 

level of approach, as learning from everything and then contributing to refining knowledge. 

Eventually, this approach of AI performance main target could help to a better understanding 

of the World evolution challenges and optimization ways. 

Another observation is that AI approach could not be separated from humans, as we 

also presented in the general context of using AI in collective intelligence [3]. 

Moreover, the optimization of the complex relation between AI and human 

intelligence (HI) is the way toward best AI performance and matching the goal of AI 

contribution to refining knowledge, step by step in real time, following or even anticipating, 

as close as possible, the fast changing of our environment/ecosystem. 

Following our ecosystem is a huge goal, especially because it has to be done in a 

systemic approach, i.e. we have to first perceive the big picture and then the details, at World 

scale. 

For example, whatever our philosophy, we have to consider first the business heart of 

the World, because there is located the engine of our IS/KBS, where AI and IoT will have a 

systemic impact [1]: 

“There has never been a better time to achieve impact with (your) data. More and 

more data is available, computing power is ever increasing, and mathematical techniques 

and the so-called data science are getting more and more advanced. What’s more, “digital” 

and “data” have become the talk of the town. Yet while talking about data as the “new oil” 

or the “new gold” is fairly widespread these days, several technology- and business-related 

difficulties make understanding data’s importance and realizing its potential a persistent 

challenge.” 

Beyond this opportunity picture, the authors also point the importance, the impact and 

the potential of IoT and machine learning AI emergence: 

“Not only has the sheer volume of available data – mainly driven by the IoT –  grown 

exponentially over the past five years and is expected to continue to do so ... but also have 

new tools been developed  for turning this flood of raw data into insights and eventually into 

action. Machine learning, a term that encompasses a range of algorithmic approaches from 

statistical methods like regressions to neural networks, has rapidly advanced to the forefront 

of analytics. 

Underpinning this progress in its entirety has been steady improvement in 

computational power from better processors and graphics processing units, increased 



investment in massive computing clusters often accessed as cloud services, improvements in 

storage,  and strong price decreases for all relevant parts...” 

Consequently, it results just clear what crucial progress this data science could 

provide at World scale when applying its fundamentals methods and techniques, including 

machine learning (that encompasses a range of algorithmic approaches from statistical 

methods like regressions to neural networks) and massive computing clusters often accessed 

as cloud services. 

On the other hand we have to notice that applying all these methods, techniques and 

technologies to the economical World is far from being simple and always efficient. 

More than these, the complexity is much increased by all other activity domains and 

aspects exceeding World economy, but covering entire Earth ecosystem and humankind life. 

That is why the answers to all challenges could come only by sustainably 

developing AI/ICT for IS/KBS with wisdom, i.e. carefully refining knowledge step by 

step and adjusting the development pace the way it allows ... time for deep thinking! 

 

2. ’’When wisdom meets machine’’ or when AI is leveraging refined 

knowledge 

 

Among many approaches [10][3][19], we consider that intelligence has a long way to 

become wisdom and due to this complex reality the subject must be time and time again, 

deeper and deeper analysed, especially when speaking about AI and human intelligence (HI) 

at Earth scale [7][25]. 

 We also consider that, in our turn we could learn from Confucius thinking, as perhaps 

it is better to combine reflection, imitation and experience in order to obtain best results, but 

the real wisdom is just to choose the weights of the three ingredients on every step of the 

above mentioned ... deep thinking. 

 Anyway, we have to be sure to avoid the bitter method only, i.e. avoid the way the 

actual exponential pace could lead sometime: learning only from or long after ... experience. 

 This way we have just arrived to the paper main idea, to use our imagination and 

deep thinking in order to develop AI that could help us to get the maximal profit from the 

knowledge and even from refined knowledge the deep perception of all ecosystem processes 

could generate by data. That will be a better understanding of the World and especially of 

its ... future. 

 Following these high ideals we could just try to analyse some approaches and 

examples by which AI and HI should be implied in the actual/future AI/ICT development, 

pointing the challenges and issues that sometimes are either ignored or still not yet perceived 

with all their potential consequences. 

 Speaking about the potential, we think that a relevant and prolific opinion, exceeding 

energy saving and production efficiency (and even Industry 4.0), was given, although 

indirectly (by IoT), in [6]: 

“In June 2013, the leader in the global industrial system field, General Electric (GE), 

held a leadership forum on the theme “when wisdom meets machine” in Beijing, which 

pointed out that the Industrial Internet of Things would set off the third industrial revolution 

and innovation, and will play a great role in energy saving and production efficiency ...“ 



We have considered this quote as relevant not only for developing this second section 

of the paper, but also for simply characterizing these complex and integrated processes of 

AI/IoT/ICT along with HI – as we could not speak about wisdom without HI. 

In fact our subject includes this AI challenging “meeting” of machine and wisdom, 

which in turn exceeds even AI, as relating to a long and complex chain of waves, phases and 

processes where humankind innovation is rendering more and more ... challenges to its 

wisdom. 

As we have mentioned above, the way of AI to leveraging, at World scale, refined 

knowledge, is long, challenging and encompassing a large and diverse range of processes, 

referring to dynamic events and things, where eventually a huge amount of data will be 

generated. 

The AI role is there to process these data in order to extract information or even 

knowledge, as eventually to contribute to ... refining knowledge. 

A systemic approach of optimizing this complicate and performant task of AI is to 

first refine the phase of extracting information, as it is also suggested by [2]: 

“A deep-learning system’s ability to recognize patterns is a powerful tool, but because 

this pattern recognition occurs as part of algorithms running on neural networks, a major 

concern is that the system is a “black box.” Once the system is trained, data can be fed to it 

and a useful interpretation of those data will come out. But the actual decision-making 

process that goes on between the input and output stages is not necessarily something that a 

human can intuitively understand. This is why many companies working on vehicle autonomy 

are more comfortable with using traditional robotics approaches for decision making, and 

restrict deep learning to perception. They reason that if your system makes an incorrect 

decision, you’d want to be able to figure out exactly what happened and then make sure that 

the mistake won’t be repeated.” 

Although this case is referring to deep-learning AI applications for autonomous 

driving, it points a general valuable and actual issue of AI performance evolution (based on 

deep-learning): the threshold between perception and decision making classes of AI 

applications, along with the natural preoccupation for safety and legal conformity. 

We consider important and we also approached this aspect [14][25], as from safety 

and legal conformity this issue is easy to be extended to the general responsibility of 

sustainable development we have mentioned in the first section of the paper, implying as a 

necessity the HI control and ... imagination. 

As a confirmation, the same author suggested the necessity of including human 

knowledge for safety reasons: 

<<”This is a big problem,” Tandon acknowledges. “What we want to be able to do is 

to train deep-learning systems to help us with the perception and the decision making but 

also incorporate some rules and some human knowledge to make sure that it’s safe.” While a 

fully realized deep-learning system would use a massive black box to ingest raw sensor data 

and translate that into, say, a turn of the steering wheel or activation of the accelerator or 

brakes, Drive has intentionally avoided implementing a complete end-to-end system like that, 

Tandon says. “If you break it down into parts where you’re using deep learning, and you 

understand that different parts can be validated in different ways, then you can be a lot more 

confident in how the system will behave.”>> 



More than these, here we notice a very concrete, but natural approach to increase the 

confidence in the deep learning system, by using the old advice “divide et impera", applied as 

“different parts can be validated in different ways”. 

With other words, a complex system could be better controlled from safety point of 

view if we can divide it in subsystems with higher safety parameters or easier to validate. 

It is also important to notice the idea of identifying and adding to the deep learning 

system some rules and some human knowledge, which, by our opinion, is just the most 

difficult, advanced but actual issue for AI, so it could really leverage knowledge refining, not 

only increase safety. 

A confirmation of this approach is given in the interesting and larger context of AI 

role in innovation [10]: 

„However, we believe that despite the exceptional improvements in machine learning, 

human-to-human interaction will always be important. 

AI opens up incredibly exciting possibilities in the world of innovation and it is about 

how these are integrated into organisations that is important. Avoid viewing AI as a 

replacement but rather as an enhancement. It is a process that organisations (and their 

humans) can leverage to improve on current processes, increase efficiency at an unparalleled 

rate and ultimately grow into something even better.” 

Here we also agree that AI must be seen and conceived not as a replacement but 

rather as an enhancement of HI, but this relation has to be mutually understood in order to 

increase precision, efficiency and sustainability of ICTdevelopment in IS/KBS, by ... refining 

knowledge [3][17][22]. 

Eventually, refining knowledge could be obtained by smartly combining the 

collected data/information and prior knowledge, using both internal and external sources 

[11]: 

“AI can use a combination of data available internally within an organisation along 

with the various digital footprints available across the web. Using this extensive mine of data 

and by acknowledging the various signals, artificial intelligence works by analysing 

countless correlations and trends. With this information in place, AI can provide 

organisations with solutions and opportunities that would likely have remained undiscovered 

otherwise.” 

It is easy to observe that this approach could be logically extended and generalized 

from the organization context to any ecosystem context, making the appropriate adjustments, 

but keeping the AI/HI combination alive [3]. 

The implementation of such approach is confirmed and detailed in a relevant analysis 

made in [10]: 

“AI encompasses a class of application that allows for easier interaction with 

computers and also allows computers to take on more of the types of problems that were 

typically in the realm of human cognition. 

Every AI program interfaces with information, and the better that information is 

structured, the more effective the program is. A corpus of information contains the answers 

that the program is attempting to process and interpret. Structuring that information for 

retrieval is referred to as knowledge engineering and the structures are called knowledge 

representation. 



AI can refine the process by using data to filter the most valuable intelligence from 

the crowd. It will be able to distinguish the relevant ideas that will be most effective in 

solving the problems posed. Rather than seeing AI as a means of taking over the process and 

rendering open innovation obsolete, it is more productive to view it as a means of 

streamlining the process to provide greater value.” 

The details we can reveal from here are in fact some useful methods of optimizing the 

AI system, pointing efficiency and precision, all implying also HI. 

Considering the importance of such methods, it is worth to clearly express them, in 

the general context of refining knowledge with added AI means. 

First is to notice that, on the above line of “divide et impera", we have to generally 

consider a structural approach of the collected data/information, as „the better that 

information is structured, the more effective the program is”. 

More than these, we find that such important processes tend to become a new activity 

field, called knowledge engineering. 

Last but not least, “AI can refine the process by using data to filter the most valuable 

intelligence from the crowd”, i.e. a twofold idea, pointing data pre-filtering in order to obtain 

relevant knowledge along with using crowd intelligence in the process, as we have already 

presented [3][25]. 

We may see that deep analysis of AI processes toward refined knowledge is more 

and more complex as we are heading to higher performance in the ICT/IS/KBS 

dynamic context and its further and timely continuation is necessary for a sustainable 

World development. 

 

3. Conclusions 

 

The paper approached the complex challenges of AI contribution to leveraging  

refined knowledge, in the dynamic context generated by ICT exponential evolution aiming 

the progress of IS toward KBS. 

As IoT will provide a dissemination of intelligence everywhere on Earth, IoT and AI 

development will be strongly linked ‘learning from everything’’. Using IoT sensors AI could 

learn from everywhere and eventually turn data into information/knowledge, inducing the 

crucial role of IoT and AI in Industry 4.0 revolution. 

The road of AI to leveraging, at World scale, refined knowledge, is long, challenging 

and encompassing a large and diverse range of processes, referring to dynamic events and 

things, where eventually a huge amount of data will be generated. The AI role is there to 

process these data in order to extract information or even knowledge, as eventually to 

contribute to refining knowledge. 

AI must be seen and conceived not as a replacement but rather as an enhancement of 

HI, but this relation has to be mutually understood in order to increase precision, efficiency 

and sustainability of ICTdevelopment in IS/KBS, by refining knowledge. Eventually, refining 

knowledge could be obtained by combining the collected data and prior knowledge, but 

keeping the AI/HI combination alive. 

A natural approach to increase the confidence in the AI deep learning system is by 

using the old advice “divide et impera", applied as “different parts can be validated in 



different ways”. That is, a complex deep learning AI system could be better controlled from 

safety point of view if we can divide it in subsystems with higher safety parameters or easier 

to validate. 

It was also presented the importance of identifying and adding to the deep learning 

system some rules and some human knowledge, which, by our opinion, is just the most 

difficult, advanced but actual issue for AI, so it could really leverage knowledge refining, not 

only increase safety. 

A prominent conclusion is that these rules include a structural approach of the 

collected data/information (known also as knowledge engineering), as “the better that 

information is structured, the more effective the program is”, but also data pre-filtering in 

order to obtain relevant knowledge along with usage of crowd intelligence in the process. 

AI processes toward refined knowledge are more and more complex as we are 

heading to higher performance in the ICT/IS/KBS dynamic context and their further 

and timely deep analysis is necessary for a sustainable World development. 
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